How to set ADFS SSO Connection to Atriis

Overview
This document will detail the process of setting up a Single Sign On with Atriis using ADFS.

Instructions
Follow the below instructions:

1. Client IT team — Need to export Metadata from ADFS
a. Example can be found in this link: https://docs.keeper.io/sso-connect-guide/identity-
provider-setup/ad-fs-configuration

2. ClientIT — Need to send over Metadata to Atriis

3. ClientIT - Import Atriis Metadata by using this link https://gtp-
marketplace.com/identity/wsfed/metadata

4. ClientIT - Set WS-Federation Passive Endpoints as https://www.gtp-
marketplace.com/identity/abcdef123456

abcdef123456 : Atriis will provide the value to use. Example:
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5. Client IT - Make sure they are using SHA-256 as secure hash algorithm
6. Atriis IT — Need to advise the “Secret” and “CompanyID” and send over to Client IT team
7. Client IT - Add two custom rules
a. 1strule
i. Rule Name: Secret
ii. Rule content set as follows:
=> issue(Type = “https://www.atriis.com/secret”, Value = “abcdef123456");

abcdef123456 : Atriis will provide the value to use
Example:
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[
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b. 2ndrule
i. Rule name: CompanyID
ii. Rule content set as follows:

=> issue(Type= “https://www.atriis.com/companyid”, Value = “123456”);

123456 : Atriis will provide the value to use

Example:
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